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AI is surpassing Human Performance



Healthcare use cases (hundreds)
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Major Gaps in FDA Cleared AI/ML for Clinical Use (n=691)

Analysis performed by Oatmeal Health. Through Aug 2024



AI Models Need to be Tested & Monitored

Systematic Review (n=86) 48.8% of AI performs worse in real-world



Shared Responsibility for Testing and Monitoring

FDA Updates (Jan 6, 2026)

 Reduced pre-market oversight for 

low-risk AI & wearables

 Expanded General Wellness & CDS 

guidance

 Emphasis on real-world performance 

data

Health System Impact

 More AI deployed with less FDA 

gatekeeping

 Health systems become primary 

safety net

 New Responsibilities:

 Continuous safety monitoring

 Performance & bias evaluation

 AI governance & reporting

Shift

Pre-Market Regulation  →  Post-Market Monitoring





REF: https://insights.billionhopes.ai/2025/12/Risks-of-intense-AI-chatbots-use.html
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AI Chatbots in Behavioral Health - Risks

REF: https://www.linkedin.com/pulse/hidden-dangers-ai-therapy-chatbots-your-pocket-therapist-gill-psjpe/
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CHAI: Key Elements of Trustworthy AI in Healthcare 

 Useful

 Valid and Reliable

 Testable

 Usable

 Beneficial

 Safe

 Accountable and Transparent

 Explainable and Interpretable

 Fair – with Harmful Bias Managed

 Secure and Resilient
Ref: CHAI Blueprint for Trustworthy AI



U.S. TRAIN:
Launched on 
March 11, 2024

Europe TRAIN:
Launched on 
June 16, 2024



Four  Key 

Quest ions  

01

02

03

04

REGISTRATION

Can you identify all the AI you have running in 

your organization today?

LOCAL TESTING & MONITORING

Are you testing AI on local data sets & monitoring 

for drift and impact on outcomes?

BIAS ASSESSMENT

Are you assessing for bias in the AI and outcomes 

in subpopulations, and what measures are you 

applying to mitigate the bias?

GOVERNANCE

Do you have a scalable governance process in 

place?
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Operationalize Responsible AI

Technology Collaboration Partnerships



Duke ABCDS: AI Governance (semi-automated)

Design, 

Identify

Develop & 

Test 

(Registration)

Evaluate

(G0, G1, G2)

Implement

Monitor
Safety

Bias

Trust

Value
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Vanderbilt Algorithmovigilence Monitoring & Operations System (VAMOS)
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Other RAI Tools

MedHelm

• Benchmarks for clinical AI

Verifact

• Detecting hallucinations in clinical summaries
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Red Teaming Approach (for AI developers)
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REF: https://www.lumenova.ai/ai-glossary/ai-bias/
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How AI Bias Detection Tools work

 Fairness Metrics

 Measure differences in model outcomes between groups (e.g., demographic parity, equalized 

odds, false positive/negative rates) to quantify bias. 

 Subgroup Analysis

 Break down model performance by protected attributes (race, gender, age, etc.) to see where 

outcomes differ. 

 Visualization

 Interactive graphs and dashboards help users identify patterns of unfairness across different 

segments. 

 Mitigation Algorithms

 Some tools offer techniques to rebalance datasets, adjust model training constraints, or post-

process predictions to improve equity. 

 Explainability

 Feature-level explainability (e.g., SHAP, LIME) helps understand why models make biased 

decisions. 
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AI needs to be validated on large, diverse data sets

 Consisting of:
 Longitudinal EHR

 Medicare & Medicaid claims

 De-identified EHR extracts

 Imaging

 Genomics

 Device telemetry

 Outcomes

 SDOH
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Learning Health Network



E X I S T I N G

E N C R Y P T I O N

Encrypt inactive data when stored 

in blob storage, database, etc.

Encrypt data that is flowing between 

untrusted public or private networks

Data at rest Data in transit

C O N F I D E N T I A L

C O M P U T I N G

Protect/encrypt data that is in use, 

while in RAM, and during computation

Data in use

Confidential Compute

Enforces Policies 

through Technology

Ensures High-

Fidelity data
Protects Data & Model IP

Value Proposition

A hardware root-of-trust, customer verifiable with remote attestation, and memory encryption
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How AI Can Amplify Biases of its Users

REF: https://hbr.org/2026/01/when-ai-amplifies-the-biases-of-its-users
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Patient Survey on AI (Nov 2025)
Concerns focus less on AI itself, more 

on governance, accountability, and 

patient protection.

 Use, comfort, and trust are only 

modestly linked and highly context-

dependent.

 Data commercialization concerns 

outweigh concerns about algorithmic bias. 

Notably 12% report never having 

considered AI bias at all. 

Patients fear ‘humans-out-the-loop’ 

scenarios– critical in the current Agentic 

AI debate

 Disclosure that AI is involved in care is 

crucial, but does not alone build trust; in 

some cases, it reduces trust.

 No single institution is seen as a trusted 

overseer. Instead, people favor multi-

layered governance across independent 

non-profits, health systems, and federal 

regulators. 

Ref: California Health Care Foundation, NORC (Univ of Chicago),

CHAI. Nov 2025
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LLM

Instructions

Tools

What is an agent?

Agent

LLM

Instructions

Tools

Input

System
events

User
messages

Agent
messages

Output

Agent
messages

Tool
results

Tool calls

Retrieval Actions Memory



Copilot is the UI for AI

Copilot Copilot Studio Agents

Copilot Control System



ELT layout

Persons + Agents





Nori et al.  Sequential Diagnosis with Language Models. June 30, 2025



Medical AI 
Diagnostic 
Orchestrator



Top security and governance concerns about generative AI  

Data oversharing 

and data leaks

80%
of leaders cited leakage of 

sensitive data as their main 

concern1

Identification of 

risky AI use 

41%
of security leaders cited that the 

identification of risky users based 

on queries into AI was one of the 

top AI controls they want to 

implement2

AI governance and 

risk visibility

84%
Want to feel more confident 

about managing and 

discovering data input into AI 

apps and tools2

1. First Annual Generative AI study: Business Rewards vs. Security Risks, Q3 2023, ISMG, N=400

2. Microsoft data security index 2024 report

Controlled access 
to patient data

Detecting PHI
De-Identification

Data and agent 
lineage tracking

https://clouddamcdnprodep.azureedge.net/gdc/gdcqTplAT/original?culture=en-us&country=us
https://clouddamcdnprodep.azureedge.net/gdc/gdcqTplAT/original?culture=en-us&country=us


Microsoft Entra Agent ID 

(preview)

Azure AI Language

Controlled access 
to patient data

Detecting PHI
De-Identification

Data and agent 
lineage tracking

Authentication

Authorization

Identity Protection

Access Governance

Visibility

Detect PII

Redact/Surrogate

PII
PII for 

Conversations
PHI

Prompts Data

Agent

BYO Evaluators & 

Monitoring

Agent Admin Approval 

Agent Metadata Review

Tenant & User Control

Agent Removal & Cleanup

Agents Inventory

Agents Usage

Data Access Logging in 

Purview



RWE and Agentic AI

Framework Results



Example Agent Use Case: Tumor Board Meeting

10+ specialists in a room. 

Goal: Reason over domain specific 
data to provide next steps for 
cancer treatment.

Demonstrated to improve patient 
outcomes. 

Most moved to virtual (Teams) 
since Pandemic



Healthcare Agent Orchestrator



Will AI Take Away my Job?
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Fear of Job Loss

https://hoyemgeorge.substack.com/p/ai-jobs-and-the-jevons-paradox-why
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Entry Points to Care Delivery

At-Risk

Undiagnosed

Diagnosed, 
poor follow-up

Diagnosed, 
managed
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Healthcare From The Eye

NEUROLOGICAL 
DISEASES

DIABETES

EYE DISEASES

CARDIOVASCULAR 
DISEASES



Population Health & AI

General Population

Identify Disease

1. Risk Stratify 

2. Triage 

3. Build 

Capacity

Manage 

Disease

1. Engagement 
2. Navigation  

3. SDOH

Engage Patients



AI 

Imparting 

us with 

knowledge 

seamlessly 

and 

efficiently



ELT layout

AI Skilling & Reskilling

Curriculum Training Jobs



Key

Points

01

02

03

04

Pressing need for Responsible AI

CHAI provides framework

TRAIN provides tools

Agents need Governance

05 Society needs AI Upskilling



Thank 

You!
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